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Abstract

The security of data encrypted with an encryption algorithm should be guaranteed such that it is never easy
for a third party to recover the message from the encrypted data. To this effect, ECC has been a reliable
option. However, the base equation that defines the security of Elliptic Curve Cryptography (ECC) is in the
form of a linear equation with one unknown which is easy to solve. The ease with which this equation can be
solved is a weak point in the algorithm. Thus, the aim of this research work is to improve the security of ECC
by improving the nature of its base linear equation.

Elliptic curve arithmetic was used to develop the improved model. The encryption process was specifically
targeted and improved from single to double encryption using separate encryption constant for each round of
encryption. Simulation was done using a 256 bits key size on selected number of character inputs. Java
programming language was used to simulate the model on Net Beans IDE. Results of the research show that
despite a longer key size of 256 bits and double encryption process, the improved ECC performed better than
the existing ECC model in both encryption and decryption times, but compared to RSA, the encryption is
higher while the decryption time is lower. Generally, this shows that the improved ECC out — performed the
existing systems and is therefore better.
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1 Introduction

Security of information has become more important in this age of the Internet where sensitive and heavy amount
of information get transmitted across networks. These information are sometimes very crucial, like financial
data, health records, etc and need to be highly protected to prevent breaches in their security, like
eavesdropping, signal tapping, interferrence, etc and preserve their integrity. Cryptography is the study of
mathematical techniques related to the field of information security which include confidentiality, data integrity,
entity authentication and data origin authentication. Cryptography , however, not the only means for information
security, it is rather one of the set of techniques used for information security. Cryptography is also a branch of
computer science that deals with the study and analysis of encryption systems. It deals with the study and
analysis of algorithms of encryption systems, their underlying principles, strength and weaknesses in relation to
other cryptographic systems. Encryption is a process whereby a text, image, audio or video file is converted
from its original format to another format called the cipher text that is not readily readable by humans or
machines for the preservation of the security of the file so that it could be safely transmitted over computer
networks. Decryption is the opposite of encryption, which is the conversion of an encrypted file into its original
format. Elliptic Curve Cryptography (ECC) is a public key cryptography that uses two set of keys for its
operation, a private key and a public key [1]. The private key is usually an integer while the public key is
usually a point on the elliptic curve. ECC’s operation is based on elliptic curves. Elliptic curves are equations
that assume the general form of a Weistrass equation. The equation is of degree 3 because the highest degree of
x in the equation is 3. Elliptic curves operate over both prime field, F,, and binary field, F," [2].

All elliptic curve operations are usually in the modulus of the field for which it is defined. In the prime field Fp,
all operations are in modulus p, where p is a prime number. 2p is the highest number of points the elliptic curve
may have. Point multiplication operation is the most important operation in elliptic curves. This point
multiplication operation is performed in repeated addition operation. Point doubling and point subtraction are
also elliptic curve operations. The strength of ECC is in the Elliptic Curve Discrete Logarithm Problem
(ECDLP) where a point J on an elliptic curve gives another point K on the elliptic curve after point
multiplication operation with point multiplication constant ¢ [3].

ECC uses two keys, being a public key cryptography, a private key and a public key. The private key is an
integer while the public key is a point on the elliptic curve. The public key is a function of the private key and a
base point selected from all the point generated by the elliptic curve. Point multiplication operation is the most
important operation of elliptic curves which is done in repeated point addition operation. Operations defined
over an elliptic curve include point addition, point subtraction and point doubling operations. Elliptic Curve
Cryptography is not as secure as believed because the base equation that defines its strength and security is a
linear equation with one unknown variable that is easy to evaluate. This linear equation has mathematical
vulnerability because linear equations with one unknown are the most easy to solve. Thus the mathematical
vulnerability can be utilized to break the cipher. This linear equation is usually expressed as the Elliptic Curve
Discrete Logarithm Problem (ECDLP). The focus of this research work is to improve the security of ECC by
improving the strength of the Elliptic Curve Discrete Logarithm Problem (ECDLP) making it less vulnerable to
attack. This research work is significant because it details the processes required for the improvement of the
security of ECC. This research work only considered improvement in the security of ECC over prime field F,
and was applied only to text (letters of the English alphabet and some selected special characters) to evaluate its
performance.

2 Materials and Methods

A comparative analysis between RSA and ECC was carried out to determine the better encryption algorithm
between the two. The security of the RSA cryptosystem is based on the integer factorization problem (IFP)
whereas the security of ECC is based on the elliptic curve discrete logarithm problem (ECDLP). The significant
attraction towards ECC is that the best-known algorithm for solving the ECDLP takes full exponential time
while for solving IFP of RSA takes sub-exponential time. This analysis suggests that ECC takes less memory
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than RSA and is better than RSA, especially on memory-constrained devices. Experimentation was carried out
using data sizes 8 bits, 64 bits and 256 bits and the corresponding encryption and decryption times for both RSA
and ECC were recorded as shown in the following table. Some of the results of their research work are as shown
in Table 1 [4].

Table 1. 256 bits encryption, decryption and total time (sec)

Input: 256 bits

Security bit level Encryption time Decryption time Total time
ECC RSA ECC RSA ECC RSA
80 7.9240 0.5596 22.8851 19.3177 30.8091 19.8772
112 39.7008 0.5815 26.3331 102.0337 66.0339 102.6153
128 58.4386 0.5611 27.4060 209.6086 85.8446 210.1697
144 77.5034 0.5718 32.1522 311.0649 109.6556 311.6368
Source: [4]

A system based on elliptic curve cryptography was developed for the encryption of audio files. The version of
the elliptic curve used was based on prime field where the value of p used was 277, which is a prime number.
The elliptic curve equation used was y2 =x>+ x + 1 mod 277. That is E,; (1, 1). Generated all the points of the
elliptic curve using the conventional elliptic curve arithmetic, and created a mapping table for
encryption/decryption operation. The base point used was (0, 256). The conventional elliptic curve
encryption/decryption format was used without any improvement. The audio file format used to test this method
was the WAVE audio file format. Encryption was done by mapping each byte of the audio file to a point of the
elliptic curve. The whole audio file was divided into two sections, the header section and the actual message.
The header was not encrypted to enable playing of the unencrypted header, while the actual message was the
part encrypted. The message was transmitted using standard network protocols, [5]. A research on the double
encryption capacity of ECC was done and analyzed its time complexity. Multiple encryptions were discussed,
the computation overhead in the process was analyzed and the feasibility of the practical application studied.
The process of multiple encryption increased security and the scheme is preferable when high security
requirements are needed excluding the time constraints [6].

A comparative study of symmetric cryptographic mechanism was done on AES, DES and EB64 for information
security [7]. A comparative analysis between RSA and ECC was done to determine the better encryption
algorithm between the two. The prediction of incoming attacks is achieved in a timely manner which enables
security professionals to install defense systems in order to reduce the possibility of such attacks in Zero Day
attack Prediction [8]. Text Encryption with Advanced Encryption Standard (AES) for Near Field
Communication (NFC) Using Huffman Compression in [9]. The focus of the study is to mitigate against
intrusion in the levels of communication transaction between the card and the reader.

A Secured Text Encryption with Near Field Communication (NFC) using Huffman Compression in [10].This
result shows a decline of the symbol-by-symbol restriction with elapses time which can secure the information
of the unique character. This analysis suggests that ECC takes less memory than RSA and is better than RSA,
especially on memory-constrained devices [11]. An intelligent spam — scammer filter mechanism was developed
using bayesian techniques [12].

2.2 Description of the existing method

The plaintext message m to be sent is encoded as x — y point Py, It is the point P, that will be encrypted as the
cipher text and subsequently decrypted. The sender selects a private key a and generates a public key P, =a x G.
To encrypt and send a message Py, to the receiver, the sender chooses a random positive integer k and produces
the cipher text Cy. The sender uses the receiver’s public key P,. To decrypt the cipher text, the receiver
multiplies the first point in the pair by their secret key and subtracts the result from the second point.

Algorithm of the existing model

Plaintext Pm(X, ¥)
Base point G G(x,y)

34


about:blank
about:blank

David and Sulaimon; J. Adv. Math. Com. Sci., vol. 38, no. 3, pp. 32-41, 2023; Article no.JAMCS.95066

Sender private key
Receiver private key

X UV U0UTC oD

Sender public key P, a=axG

Receiver public key Py, b=bxG
Multiplication constant

Cipher text Cy, {Ci = Pm + kPy,, kKG}

2.3 Description of the improved method

Encryption was done in this research work thus: plaintext messages B,, were mapped to elliptic curve points to
produce there equivalent x — y coordinatesB,, (x,,, Vi) The first encryption constant is selected by the sender to
encrypt the message. The multiplication constant is multiplied by the receiver’s public key to produce the first
set of encryption key E;. The second encryption constant is used to encrypt the message a second time. This
multiplication constant is multiplied by the receiver’s public key B. to produce the second set of encryption key
E,. The first encryption is the done by adding the message point B, to the first encryption key E;. The second
encryption is also done by adding the first encrypted message to the second encryption key E, which produces
the cipher text C. Decryption is done in the reverse order.

Algorithm of the improved model

Plaintext Pm(X, y)

Base point G G(x,y)

Sender private key a

Receiver private key b,

Sender public key P, P.=(a)G

Receiver public key Py P, = (b)G

First multiplication constant kq

Cipher text C, {Ci = Pn + kiPy, k;G}

Fig. 1. shows the complete block diagram of the improved ECC model. It shows how double encryption was
carried out on the plaintext to generate the cipher text. It also shows the process of the flow of information from
the plaintext to the cipher text. The detailed process of encryption where the first set of elliptic curve points
were added to the plaintext to form another set of elliptic curve points referred to as the intermediate cipher text.
These were then added to the second set of elliptic curve points to form the real cipher text. All operations were
elliptic curve operations.

plain p Cipher plain
K| mapping 2" E N IStD mapping
1 A
text text text
ec 4 17E 2" D 4| e
points 1 1| points
. decryption
encryption

Fig. 1. Improved ECC Model with Double Encryption
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The elliptic curve equation used for this research work is
y?mod 37 = (x3 + 2x + 9) mod 37

Elliptic curve points were generated for x values

x =0;y = ++/03 + 2(0) + 9 mod 37 = +V0 + 0 + 9 mod 37 = +V9mod 37 = +3
elliptic curve points = (0,3)and (0,34)

The generated points are:

(0, 3)=a (0, 34)=b (1, 7)=c (L, 30)=d (2, 13)=¢ (2, 24)=f (4, 9)=g (4, 28)=h (5, 12)=i (5, 25)=]

(7, 12)=k (7, 25)=I (9, 4)=m (9, 33)=n (10, 17)=0 (10, 20)=p (11, 17)=q (11, 20)=r (13, 7)=s

(13, 30)=t (15, 11)=u (15, 26)=v (16, 17)=w (16, 20)=x (21, 5)=y (21, 32)=z (23, 7)=1 (23, 30)=2
(25, 12)=3 (25, 25)=4 (26, 5)=5 (26, 32)=6 (27, 5)=7 (27, 32)=8 (29, 6)=9 (29, 31)=0 (31, 15)=@
(31,22)=& (33, 14)=7 (33, 23)=. (35, 16)="* (35, 21)=!

Elliptic Curve Point Addition is denoted below

] =J(x,y;),K=KC,y) L=Lx,y), ] #K
if LGa,y) =J(x5,5;) + K (e, vie)
_Yk7Yj — o2 —
slopes-m X =5 —x — X =50 —x)—y;
L]

Elliptic Curve Point Doubling is denoted below

] :](Xj,yj)'K = K(xk!yk)!l‘ = L(xl!yl)l ] =K
if LCa,y) = 2J(x;,y;) = 2K (0, yi.)

3x;%+a
slope s = 2]y,- x; = 5% = 2x; yi =s(x—x)—y;

Key Generation and Exchange

a<n Private key a

Sender public key P, P,=axG

b<n Private key b

Receiver public key Py Pob=bxG

Sender Secret Key k=axPy,

Receiver Secret Key k=bxP,

Encryption

Intermediate cipher text = P, + k{P,, k;G
Cipher text = P, + k1P, + koP,, ki G, k,G

Where P, = plaintext, k; &Kk, are encryption constants, P, = receiver public key, G = base point.
Decryption

Intermediate cipher text = (P, + k1P, + ksP,, k1G, kyG) — bok,G

Plaintext = (P,, + k¢P;, kiG) — b:k,G

Plaintext = P,

To encrypt the character “c” = (9, 4)

Receiver public key (9, 4), k;=2a=2
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_ _ _ 3x1%+a _ 3(9)%+2 _

E;=kP,=(9, 4) slope = T T o C

X; = (26 - (9)) mod37 = 29 s = (26(9 — 29) — 4)mod37 = 31
E,=koP,=2(9, 4) = (29, 31)

28—3mod 37 =26

1* encryption = P, + E; = (1, 7) + (29, 31)
x; = (222 — 1 — 29)mod37 = 10 ys = (22(1 — 10) — 7)mod37 = 17
2" encryption = ic + E,= (10, 17) + (29, 31) s = 2222 = 2= — Zmod37 = 28

Xp—x1  29-10
x; = (282 — 10)mod37 = 5 vy = (28(10 — 5) — 17)mod37 = 12
cipher text = (9, 4)

To decrypt the cipher text: (5, 12)
C = cipher text — E, = (5, 12) - (29, 31) = (5, 12) + (29, -31) = (5, 12) + (29, 6)

x3 = (92 — 4 — 29)mod37 = 10 y; = (9(4 — 10) — 12)mod37 = 17
Message = C - E; = (10, 17) - (29, 31) = (10, 17) + (29, -31) = (9, 4) + (29, 6)
Yooy 0210 “H 37 =20 0d37 = 15

X,—x, 29-9 20 "0% TqgMmo®’ =

x3 = (152 — 10 — 19)mod37 = 1 y; = (15(10 — 10) — 17)mod37 = 7
decrypted message = (1, 7) =¢

3 Results and Discussion

The system was simulated using Java programming language on Net Beans IDE 8.2. The analysis of the
performance of this improved system includes key performance test in terms of key size, strength test (entropy,
vulnerability of the cipher to brute force attack) and speed test (encryption and decryption speed of the cipher
and comparison with those of other ciphers). The key size used for this research work is 256 bit in length, as
shown in Fig. 2, Fig. 3, Fig. 4 and Fig. 5. Simulation was done using the 256 bits key size on 8, 64, 100, 200,
256, 300, 400 and 500 bits of character inputs as shown below.

|/ ELUPTIC CURVE L

[3544658574554549958745486859748959785482131111148874146515644165 |5648146184684698484164614968387934187698371983714387183842655558
9856856852800479479479489555565449804794987845622164824634184644 [78879876184541465448412350828779657165656859898561181598985569094
1

his. as seen, is all about encryption using elliptic curve cryptography 7. 4,16, 27, 2,33, 31, 35, 10, 29,23, 13, 11,0, 26, 15, 10,9, 13,7
lenter the text to encrypt here. text to encrypt is written here , 16,33, 0,21,23,21,5,9,5,7, 11,35, 1, 4,31, 15, 25, 26, 27

tis then processed by the app. so. some form of cipher textis 25, 29, 1, 27, 2, 33, 31, 35, 10, 29, 23, 13, 11,0, 26, 15, 10.9, 13,7
lgenerated immediately after pressing the encrypt button. the cipher text 23,13,11,0,26,15,10,9, 13,7, 25,29, 1,27, 2,33,31,35,10, 29

s then subsequently decrypted by pressing the decrypt bution at once 35, 10, 29, 23, 13, 11, 0, 26, 15, 10,9, 13,7, 25,29, 1,27, 2. 33,31

D

« [»
2l

»

17.4,16,27,2,33,31,35,10,29,23,13, 11,0, 26,15, 10,9, 13,7 |~ 125, 28, 17, 32, 24, 14, 22, 21, 17, 31, 30, 7, 20, 3, 5, 11, 20, 33, 30, 12

|2. 16,33, 0,21,23,.21.5.9,5,7. 11, 35, 1, 4, 31, 15, 25, 26, 27 |=113,20,23,34,5,7,32 25,4, 12,25,17,16,7,9,15,26,25,32.5 =]
25, 29, 1,27, 2,33,31,35,10,29,23,13,11,0,26,15,10,9, 13,7 12, 6, 20, 32, 24, 14, 22, 21,17,31,20, 7, 20, 3,5, 11, 20, 33, 20, 12

123, 13, 11,0,26. 15, 10,9, 13,7.25,29,. 1. 27, 2,33,31,35,10.29 30, 24, 14, 22,21, 17,31, 30, 7, 20, 3, 5, 11, 20, 33, 30, 12, 12, 6, 31

I35, 10, 29, 23, 13,11, 0,26, 15, 10,9, 13,7, 25,29, 1,27, 2,33, 31 21,7,20,3,5,11,20,33,30,12,25,17,16,7,9, 15,26, 25,32, 15 |

this, as seen, is all about encryption using elliptic curve cryptography

125, 28, 17,32, 24, 14,22, 21,17, 31,30,7.20, 3, 5. 11, 20, 33, 30. 12
9.1 enter the text to encrypt here. text to encrypt is written here

13,20, 23,34,5,7,32,25,4,12,25,17,16, 7, 5,26,25,32,5

D

D

12, 6, 30, 32, 24, 14, 22,21, 17,31, 30, 7,20, 3.5, 11. 20,33, 30, 12 itis then processed by the app. so, some form of cipher textis

30, 24, 14,22, 21,17, 31,30,7.20, 3.5, 11,20, 33,30, 12, 12,6, 31 immediately after p g the encrypt button. the cipher text

21, 7,20, 3,5, 11,20, 33,30, 12,25,17, 16,7, 9, 15,26,25,32, 15 « [is then quently decrypted by p! g the decrypt button at once (=]
[_encomt_| prre— |

Fig. 2. Encryption/decryption interface 1

Entropy value for 100 bits characters was 155, for 300 bits characters was 106 and for 500 bits characters was
34. The high entropy values show high randomness which is a security advantage. The improved cipher had
encryption and decryption time 1.65s and 0.4s respectively for 8 bits of input characters, encryption and
decryption times 47.07s and 11.75s respectively for 256 bits of input characters and 90.2s and 26.99s for 500
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bits of input characters. The improved cipher is better than the existing systems since its double encryption
times compare favorably with the single encryption times of the existing systems.

| ELUIPTIC CURVE CRYPTOGRAPHY =3 =

1148874146515644165354465857455454095874548685974895078548213111 968288384365555856481461846843719837143793418769887 1698484164614

479479479489555552316482463418464544080470408784  [81598046448412359828779565657 16855699947887987618454168598985611

lencryption is the process of encoding some plaintextinto some unreadable format |~15 4 5 7 10,11, 13, 35, 33,21, 0, 5, 10, 15,21, 25, 31, 35,0, 1 =
this format is not usually readily readabie by humans and machines until after | =17 4,16, 27, 2. 33.31.35,. 10,29, 23.13.11.0.26. 15.10.9. 13,7

[decoding. messages are usually encoded for security reasons, preservation 2,16, 33,0, 21, 23, 21,5, 9.5,7. 11. 35, 1, 4, 31, 15, 25, 26, 27

jof integrity. encryption is usually done using an encryption algorithm which is a 15,10, 21, 9, 13, 7, 25, 29, 1, 35, 0, 35, 10, 29, 23, 13, 10 11,0, 26 =
mathematical formula. while decrytion Is usally done using a decryption algorithm. (140, 15 21, 25, 31, 35,0, 1. 2. 4. 5.7. 10. 11. 13.35.33.31.0.5 [~
|2.4.5,7,10,11,13,35,33, 31,0, 5,10, 15, 21, 25,31, 35,0, 1 =113, 9, 12, 12, 20, 20, 30, 21, 23, 22, 34, 12,20, 11.5,12.22,21,3.7 =
|7.4.16.27. 2, 33. 31, 35. 10, 29, 23, 13, 11, 0, 26, 15, 10,9, 13,7 25,9, 20, 5, 13, 14, 22,21, 20.6.30,7.20.3,5. 11,20, 33, 30, 12
[2,16,33,0,21,23,21,5,9,5,7, 11, 35, 1, 4, 31, 15, 25, 26, 27 |_113,20,23,34,5,7, 32,25, 4,12,25,17, 16,7, 9, 15,26,25,32, 5 1|
15,10, 21,9, 13,7, 25,29, 1,35, 0,35,10,29,23, 13,10 11,0, 26 =111,20,5,4,7,12,12,6.7,16,3.21,17.6,7,7,17,17,3,5 =]
10, 15.21.25.31.35.0.1.2,4.5.7,10, 11,13, 35,33, 31,0,5 >]20,11,5,12,22 21,3,.7.13. 9. 12. 12, 20. 20. 30. 21. 23. 22, 34. 12 hd
13, 9,12, 12, 20, 20. 30, 21. 23,22, 34, 12,20, 11.5, 12,22, 21,3, 7 4 [encryption is the process of encoding some plaintext intc some unreadable format |+
125, 9. 20, 5, 13, 14, 22, 21, 20, 6, 30, 7, 20, 3, 5, 11, 20, 33, 20, 12 this format is not usually readily readable by humans and machines until after =!
13,20, 23,34, 5.7, 32. 25. 4, 12. 25. 17, 16, 7. 9, 15, 26, 25, 32, 5 decoding. messages are usually encoded for security reasons, presernvation
11,20,5.4,7.12.12.6.7, 16,3,21,17.6,7.7,17.17.3.5 =/ of integrity. encryption is usually done using an encryption algorithm which is a

120, 11, 5,12, 22,21, 3,7, 13, 9, 12, 12, 20, 20, 30, 21, 23, 22, 34, 12 mathematical formula. while decrytion is usally done using a decryption algorithm. 5]

encrypt decrypt

Fig. 3. Encryption/decryption interface 2

() ELUPTIC CURVE CRYPTOGRAPHY [=[@] = 7

1148874146515644165354465857455454005874548685974895078548213111  |96838838436555585648146184684237198371437934187698871698484164614

1564985 52899479479479 552316482463418464544980479408784 \8159394644841235982877956565716855699947887987618454168598985611

jencryption is the process of g some plaintextinto some unreadable format (215 4 5 7, 10,14, 13, 35, 33,31, 0,5, 10, 15,21, 25,31, 35,0, 1 bed|
this format Is not usually readily readabie by humans and machines until after =47, 4,16, 27, 2. 33, 31,35, 10, 29, 23. 13,11, 0,26. 15.10.9. 13,7

[decoding. messages are usually encoded for security reasons, preservation 2.16,33,0,21,23,21,5,9.5,7. 11,35, 1, 4, 31, 15, 25, 26, 27

jof integrity. encryption is usually done using an encryption algorithm which is a 15,10, 21, 9, 13, 7, 25,29, 1, 35, 0, 35, 10, 29, 23, 13, 10 11, 0, 26 =
mathematical formula. while decrytion Is usally done using a decryption algorithm, (S0, 15, 21, 25, 31, 35,0, 1. 2. 4. 5.7. 10, 11, 13.35,33.31.0.5 5|
2.4,5,7,10, 11,13, 35,33, 31, 0, 5, 10, 15, 21, 25, 31, 35,0, 1 =113,9, 12, 12,20, 20, 30, 21, 23, 22, 34, 12,20, 11,5,12.22,21,3.7 =
7.4.16.27, 2,33, 31,35, 10, 29,23, 13, 11,0, 26, 15,10, 9, 13,7 25,9, 20, 5, 13, 14,22, 21, 20,6, 30,7, 20, 3,5, 11,20, 33,30, 12
[2,16,33,0,21,23,21,5,9,5,7,11, 35, 1, 4, 31, 15, 25, 26, 27 |_113,20,23,34,5,7,32,25,4,12,25,17,16,7,9, 15,26, 25,32, 5 L}
15,10,21,9,13,7, 25,29, 1,35, 0,35, 10, 29,23, 13,10 11,0, 26 1=111,20,5,4,7,12,12,6,7,16.3,21,17,6,7,7,17,17,3,5 =
10, 15,21.25.31.35.0.1.2,4.5,7, 10, 11,13,35,33,31,0,5 ¥120,11,5,12,22,21,3,7, 13,9, 12,12, 20, 20. 30, 21, 23, 22, 34. 12 hd
13,9, 12, 12,20, 20,30, 21. 23. 22, 34,12, 20, 11. 5,12, 22, 21,3.7 4 [encryption Is the process of encoding some plaintext into some unreadable format |41
25, 9,20, 5, 13, 14, 22, 21, 20, 6, 30, 7, 20, 3, 5, 11, 20, 33, 30, 12 this format is not usually readily readable by humans and machines until after =
13,20, 23, 34, 5,7, 32,25, 4, 12, 25, 17, 16,7, 9, 15, 26, 25,32, 5 decoding. messages are usually encoded for security reasons, preservation
11,20,5,.4,7,12.12. 6.7, 16,3,21,17,6,7.7, 17,17, 3,5 =|of integrity. encryption is usually done using an encryption algorithm which is a

120.11. 5 3,7.13,9, 12, 12, 20, 20, 30, 21, 23, 22, 34, 12 mathematical formula. while decnytion is usally done using a decryption algorithm. |31

Fig. 4. Encryption/decryption interface 3

Table 2. Entropy information after simulation with character size

Number of Characters (bits) Entropy
100 155
200 130
300 106
400 71
500 34
Hy(8) =n ((1/n) 1og2(m))
Hy(S) = log,(n)
tllerefore
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H(K) = log,(10%%) = 213

H(P™) = nH(P) = nlog,(128) = 500 x 7 = 3500
H(C™) =nH(C) = nlog,(10) = 1000 x 3.3219 = 3322
total entropy H(S) = 3322 + 213 — 3500 = 34

|2 ELUPTIC CURVE C
3415874149166455451485415558745857455454948685974892159131785481 [1546134585646049683858384365838715024841646147198371437934187608

5231645824634158464549498784540804047947947948957649856856852895  ||[7956565716855691879876184541685989856181947859894649484123508287

35,16 110,24

[securlty of messages over computer networks is a very important issue & i -0, % L 19,25,25, -
lespecially in this day and age of the internet. messages needto be transmitted | =]15. 10 21,9,13,7,25,29,1, 35 0,35, 10, 29,23, 13,10 11,0,26

lover computer networks in a secure fashion. this requirement gave birth to 10, 15,21,25,31,35,0,1,2,4,5,7,10, 11, 13, 35,33,31,0,5

lcryptography, which Is a fleld in computer science that deals with the security (57,10, 11,13, 35,33, 31,0, 5, 10, 15,21, 25,31,35,0,1,2. 4

of messages over co’nputernetworks using encryption and decryption algorithms. (0. 35. 10,29, 23, 13,10 11,0, 26, 15,10, 21,9, 13,7, 25,29, 1,35
. st 1 g 0 hraak i vi[7.11,35.1, 4, 31 15,25 26,27, 2 16,33, 0,21, 23 21, 5 9,5

16,7, 8,19, 40, 23, 3¢, -

15,10,21,9,13,7. 25,29, 1,35, 0, 35, 10, 29, 23, 13, 10 11, 0, 26 —111,20,5,4,7,12,12,6,7,16,2,21,17,6,7,7,17,17.3,5
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o, 35,10, 29, 23, 13,10 11,0, 26, 15,10, 21,8, 13,7, 25,29, 1,35 =l 21,17,6,7,7,17,17,3,5,11,20,5,4,7,12,12,6.7, 16 =l
[7.11.35.1. 4,31, 15.25. 26, 27. 2, 16,33, 0,21,23,21,5,9.5 |~l25,.17. 16.7.9, 15, 26, 25,32, 5, 13,20, 23, 34,5,7, 32, 25, 4, 12 |~

20, 33 8,12,29.11,70, 7,9, 19,20, 2, 2 lsecurity of messages over computer networks is a very important issue
11.20,5.4,7,12.12,6,7,16,3,21,17,6,7,7,17,17, 3,5 |lespecially in this day and age of the internet. messages need to be transmitted
[20.11,5,12,22.21,3.7, 13,9, 12, 12, 20, 20, 30, 21, 23, 22, 34, 12 |lover computer networks in a secure fashion. this requirement gave birth to
12,12, 20, 20, 30, 21, 23, 22, 34,12, 20, 11,5,12,22,21,3,7,13,9 llcryptography, which is a field in computer science that deals with the security
[3.21,17.6,7,7,17,17,3,5,11,20,5,4,7,12,12,6,7, 16 {lof messages over computer networks using encryption and decryption algorithms. |
125, 17,16, 7.9, 15, 26, 25, 32, 5, 13,20, 23,34,5,7, 32, 25, 4, 12 lleruntanalysis is an sMemnt in v 8o hreak an encrention alaasithm theauah 1Y)
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Fig. 5. Encryption/decryption interface 4
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Fig. 6. Encryption/decryption times

Table 2 shows the encryption and decryption times for characters ranging from 8 to 500 bits in the whole
process. As illustrated in the table, encryption/decryption time increased for each range of character. The
increase in encryption/decryption time was as result of the increased processing overhead. Table 3 shows a
comparison of the encryption and decryption time for the improved ECC model, RSA and the existing ECC.

The improvement made in the research work was based on an improved encryption/decryption process for the
existing ECC. The strength of the existing ECC is in the form of a linear equation with a single unknown which
was improved to a linear equation with two unknowns by the adoption of two private keys and double

encryption/decryption process with the use of separate encryption constant for each round of encryption as
shown in Fig. 6.
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Table 3. Comparison of encryption times for RSA, existing and improved ECC

Existing ECC RSA Improved ECC
Input Single Enc. Time  Single Single Single Double Double
characters (s) Dec.time  Enc. Time Dec.time Enc. Time Dec.time
(bits) (s) (s) (s) (s) (s)
8 473 2.00 0.05 13.65 1.64 0.40
64 20.23 8.48 0.14 77.76 13.09 3.20
256 77.50 32.15 0.57 311.07 47.07 11.75

4 Conclusion

The security of encrypted data is very important. An improved encryption/decryption process for the existing
ECC was presented in the study with secure of Elliptic Curve Cryptography which is embedded in the Elliptic
Curve Discrete Logarithm Problem (ECDLP) The strength of the existing ECC is in the form of a linear
equation with a single unknown which was improved to a linear equation with two unknowns by the adoption of
two private keys and double encryption/decryption process with the use of separate encryption constant for each
round of encryption. The multiplication constant was multiplied by the receiver’s public key, using elliptic curve
point addition operation, to produce the first set of encryption key. Second encryption constant was selected to
encrypt the message a second time. This multiplication constant was multiplied by the receiver’s public key B,
using elliptic curve point addition operation, to produce the second set of encryption key E;. The first encryption
was done by adding the message point B, to the first encryption key E;. The second encryption was done by
adding the first encrypted message to the second encryption key E; which produced the cipher text C.
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